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- Leonard Kleinrock

October 29, 1969, 10:30 pm

The first message transferred over the

UCLA - Stanford




A Brief History of Internet
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How the
nternet
| 00oks Like?

SURFACE WEB
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Private Internet _ Medical Records

Legal Documents

Scientific Reports

Subscription Information

Contains 90% of the information on
the Internet, but is not accessible
by Surface Web crawlers.

| Competitor Websites

Organization-specific
Repositories
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TorProject.org
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TOR-Encrypted sites
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n ent with the Dark Web.
Drug Trafficking sites

Private Communications

Political Protests



Social Engineering Fraud (SEF)

SOCiaI The clever

manipulation

Engineering of the natural human

tendency to trust!

: Phishing
Pretexting from victims in at least /% countries

through Business Email Compromise (BEC)

_ IVR or phone phishing

~ Baiting '219ating from October 2013 through February 2016.

3cams o
Diversion theit Source: FBI, http://www.securityweek.ca/



Social engineering

Cyber criminals’ favorite way to manipulate victims




P hlSh | ng It looks like the real website!

How It works?

2. The link in the
email re-directs
the victim to a

website.

Over Personal Information
Records Stolen or Lost in 2015




Phishing

FBI: $2.3 Billion Lost to CEO Email Scams

Email Phishing
Rate
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of fenos

lost as a result of a cyber attack
were declared unrecoverable

170 days / 176%

Average time to Increase in the number of cyber
detect a malicious or / attacks, with an average of 138
criminal attack successful attacks per week

$12.7 million
96% increase from 2010

Average annualized cost of cyber crime in the US



https://www.youtube.com/watch?v=PWVN3Rq4gzw

Credit Card Security

PacSafe RFID Anti-Theft
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Playing
Video 3


https://www.youtube.com/watch?v=tUWXoIUkXPI&t=6s

ATM Skimming



https://www.youtube.com/watch?v=gvs67ypiZAg

PIN Code Theft

Playing
Video 5



https://www.youtube.com/watch?v=8Vc-69M-UWk

Online Shopping
1. Harden your computer.

2. Do not shop while using

3. Do not shop while using

4. Avoid clicking on links from email ads.
5. Shop on secure websites & connections.
6. Use credit instead of debit cards.

/. Enable fraud notifications and other alerts. ‘/Eflglgg MasterCard
T8 ) = Yy

[ ] VISA -

Secure Payments By

Pa yPaI

Visa is already the world's most trusted
electronic payment system. Holiday Travel
Money makes sure your order is secure

VISA - DISC VER AMDE(SEQ;“S




Online Shopping

Use Secure WiI-Fi



https://www.youtube.com/watch?v=m8lW8NqVrQg&t=3s

Ransomwares

Damages caused by
Ransomware in 2015

$ 325 million

In a one-month study

63,000

Computer were
Infected

Source: http://www.netcetera.ca/



Ransomwares

Top countries impacted by binary-based ransomware
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Routes for ransomware to arrive on a computer



Social Networks Er——

Watch, before click any Link.

Don’t accept the friendship request
of the people that you don’t know

A few years ago, users of Internet
services began to realize that when
an online service is free, you're not
the customer. You're the product.

AZ QUOTES




Socilal Networks

Social media

e = o Playing
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https://www.youtube.com/watch?v=F7pYHN9iC9I&t=2s

Security on Home/Mobile Devices

Use Security Software > dEteﬂtlon VWare
lntemannm v B
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of computers ‘
are vulnerable

to exploit kits

Keep updating your
Anti-virus, Software & Applications



Security on Home/Mobile Devices

Look for Legitimate Apps

Strong Password Protection

your passwords
Be Smart about passwords



In a Nutshell

Nobody is Completely Safe on
the Internet.

BUT

We can make It harder
for the Intruders to get
what they want...

KEEP
CALM

AND

BE
VIGILANT




Thank You
Q&A

Dark Web

Social Engineering

Social Networks ATM Skimmers

Ransomwares Phishing

Credit Card Security
Pin Code Theft Mobile Security




